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(54) DEVICE AND METHOD FOR MANAGING PERSONAL INFORMATION 

(57)Abstract: 

PROBLEM TO BE SOLVED: To improve the reliability of 
an electronic signature of a person using his secret key 
and, at the same time, to prevent the risk that the 
secret key is illegally used by another person. 
SOLUTION: A feature extracting section 102 extracts 
the biological feature of a person from the biological 
information (for example, pictures taken with a fundus 
camera) of the person acquired by a biological 
information acquiring section 101 while a code train 
generating section 103 generates a code train C by 
digitizing the extracted biological feature. A secondary 
code information generating section 1 04 generates 
secondary code information S based on the code train 
C. A correctness confirming section 1 06 compares the 
secondary code information with preregistered 
secondary code information SO and, when the section 
106 confirms that the code train C is acquired from the 
specific personal, an enciphering section 108 generates 
signature data 109 by enciphering document data by 
using the above-mentioned code train C. 
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* NOTICES * 

Japan Patent Office is not responsible for any 
damages caused by the use of this translation. 

LThis document has been translated by computer. So the translation may not reflect the original 
precisely. 

2.**** shows the word which can not be translated. 
3. In the drawings, any words are not translated. 



CLAIMS 



[Claim(s)] 

[Claim 1] PersonaHnformation-management equipment characterized by providing the following. 
An extract means to extract the individual living body feature A coding means which carries out 
the digital coding of the living body feature extracted with said extract means Secondary code 
generation means to generate secondary code information based on a digital code coded with 
said coding means A check means to check the justification of secondary code information 
generated with said generation means, and a signature data generation means to generate 
signature data based on the living body feature coded with said coding means when justification 
was checked with said check means 

[Claim 2] Said signature data generation means is personal-information-management equipment 
according to claim 1 characterized by making an extract of the living body feature of an 
individual by said extract means, and digital coding processing of the living body feature by said 
coding means redo when justification is not checked with said check means. 
[Claim 3] Said signature data generation means is personal-information-management equipment 
given in either claim 1 characterized by enciphering processings-object data based on the living 
body feature coded with said coding means, and using encryption data as signature data, or claim 
2. 

[Claim 4] A manuscript image characterized by providing the following is read, and it includes in a 
manuscript image copy system which has a manuscript image reading means in which an output 
is possible as a manuscript picture signal, and an output means to output a manuscript picture 
signal read with said manuscript image reading means as a corresponding visible image, and is 
possible personaHnformation-management equipment. An extract means to extract the 
individual living body feature A coding means which carries out the digital coding of the living 
body feature extracted with said extract means Secondary code generation means to generate 
secondary code information based on a digital code coded with said coding means An encryption 
means encipher the manuscript picture signal read with said manuscript image reading means 
based on the living body feature coded with said coding means when justification is checked with 
a check means check the justification of secondary code information generated with said 
generation means, and said check means, and a conversion means change into visible image data 
the signal enciphered with said encryption means, and output to said output means 
[Claim 5] Said secondary code information is personal-information-management equipment 
according to claim 1 to 4 characterized by being the predetermined thing changed and generated 
with a tropism function on the other hand about a code train which carried out the digital coding 
of the living body feature. 

[Claim 6] The justification of said secondary code information is personal-information- 
management equipment according to claim 1 to 5 characterized by being checked by comparison 
with secondary code information registered beforehand and secondary code information 
generated with said secondary code generation means. 

[Claim 7] The individual humanity news management method which carries out the digital coding 
of the living body feature which extracted and extracted the individual living body feature, and is 
characterized by the thing which generate signature data based on said coded living body feature 
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when the justification of secondary code information which generated and generated secondary 
code information based on said coded digital code checks and justification is checked, and do for 
signature data generation. 

[Claim 8] An individual humanity news management method according to claim 7 characterized 
by making an extract of said individual's living body feature, and digital coding processing of said 
living body feature redo when the justification of said secondary code information is not checked. 

[Claim 9] Generation of said signature data is an individual humanity news management method 
given in either claim 7 characterized by being what enciphers processing-object data based on 
the living body feature coded with said coding means, and uses encryption data as signature 
data, or claim 8. 

[Claim 10] A manuscript image is read and it is the manuscript image reading means in which an 
output is possible as a manuscript picture signal. An output means to output a manuscript 
picture signal read with said manuscript image reading means as a corresponding visible image 
The digital coding of the living body feature which is the individual humanity news management 
method equipped with the above, and was extracted by extracting the individual living body 
feature is carried out. The justification of secondary code information generated by generating 
secondary code information based on said coded digital code is checked. It is characterized by 
changing a signal which enciphered a manuscript picture signal read with said manuscript image 
reading means based on said coded living body feature when justification was checked, and was 
enciphered further into visible image data, and outputting to said output means. 
[Claim 11] Said secondary code information is personaHnformation-management equipment 
according to claim 7 to 10 characterized by being the predetermined thing changed and 
generated with a tropism function on the other hand about a code train which carried out the 
digital coding of the living body feature. 

[Claim 12] The justification of said secondary code information is an individual humanity news 
management method according to claim 7 to 1 1 characterized by being checked by comparison 
with secondary code information registered beforehand and secondary code information 
generated with said secondary code generation means. 

[Claim 13] A computer-readable record medium characterized by coming to record a control 
procedure which realizes a function according to claim 1 to 12. 

[Claim 14] A computer program train characterized by realizing a function according to claim 1 
to 12. 



[Translation done.] 
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* NOTICES * 

Japan Patent Office is not responsible for any 
damages caused by the use of this translation. 

1 This document has been translated by computer. So the translation may not reflect the original 
precisely. 

2.**** shows the word which can not be translated. 
3. In the drawings, any words are not translated. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[The technical field to which invention belongs] This invention manages individual humanity news 
based on the individual living body-feature, for example, relates individual signature information 
and a manuscript copy to controllable personal-information-management equipment and a 
controllable method based on the individual living body-feature. 
[0002] 

[Description of the Prior Art] Current and a network system develop and many technology of the 
electronic banking and cybermoney on a network is examined. When an individual is going to 
trade electronically using this network system, the individual who is demanding dealings must be 
correctly discriminated from a remote place. For this reason, the electronic signature technology 
using the so-called unsymmetrical public key systems, such as a RSA method, is examined.- 
[0003] An unsymmetrical public key system sets up the key information on the pair a "public 
key" and a "private key", and when the document which an individual publishes using the private 
key which the individual has is signed, if not based on the same people's public key, it has the 
feature that the document is undecipherable. Then, if an individual (referred to as Mr. A) 
manages a private key so that it may not be known by others by any means, he enciphers the 
order document of dealings of Mr. A with the private key and transmits to a dealings partner 
(referred to as Mr. B), it can check that the publisher of an order sheet is Mr. A rightly since the 
document can decode Mr. B only with Mr. A's public key. 

[0004] The identification equipment which compares the eyegrounds image of the past which 
memorized the video signal which used solid state image sensors, such as Area CCD, carried out 
electronic photography of the eyegrounds image, and, on the other hand, carried out the 
electronic image pick-up with ophthalmology equipments, such as a fundus camera, in order to 
attest a specific individual to accuracy more to storages, such as a hard disk, and was 
memorized by this storage with the current eyegrounds image by which electronic photography 
was newly carried out, and identified the individual is known. 
[0005] 

[Problem(s) to be Solved by the Invention] However, there were the following troubles in the 
encryption system of the above-mentioned conventional example. That is, although it is 
necessary to set up the password called a private key in the electronic signature technology 
using a general unsymmetrical public key system which was mentioned above in order to identify 
an individual, it must be made a password to some extent complicated in order to prevent 
surreptitious use of the key by others, for considering as a positive thing, the digit count etc. 
must be made [ many ], the limit which an individual can memorize is crossed, and there is a 
problem of not being practical. 

[0006] Although the method of making it memorize on a certain storage rather than memorizing 
this password individually, and saving it is also considered, there is no guarantee that reading 
appearance of that storage is not done by the others, and it has a problem in the viewpoint of 
safety. Moreover, the information for specifying an individual, when saying that personal 
authentication will be carried out using an eyegrounds image, i.e., the image information which 
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carried out electronic photography of the individual eyegrounds image, had to be beforehand 
memorized to storage, and there was a problem that reliable personal authentication will become 
impossible when this storage information has been plagiarized. 

[0007] As mentioned above, an effective method which solves the problem of the personal 

authentication in electronic dealings was not proposed. 

[0008] 

[Means for Solving the Problem] This invention was made for the purpose of solving a technical 
problem mentioned above, and is equipped with the following configurations as a way stage which 
attains this purpose. Namely, an extract means to extract the individual living body feature and a 
coding means which carries out the digital coding of the living body feature extracted with said 
extract means, Secondary code generation means to generate secondary code information based 
on a digital code coded with said coding means, It is characterized by having a check means to 
check the justification of secondary code information generated with said generation means, and 
a signature data generation means to generate signature data based on the living body feature 
coded with said coding means when justification was checked with said check means. 
[0009] And for example, said signature data generation means is characterized by making an 
extract of the living body feature of an individual by said extract means, and digital coding 
processing of the living body feature by said coding means redo, when justification is not 
checked with said check means. Moreover, for example, said signature data generation means is 
characterized by enciphering processing-object data based on the living body feature coded with 
said coding means, and using encryption data as signature data. 

[0010] A manuscript image is read. Or a manuscript image reading means in which an output is 
possible as a manuscript picture signal, An extract means to be personal-information- 
management equipment in which inclusion to a manuscript image copy system which has an 
output means to output a manuscript picture signal read with said manuscript image reading 
means as a corresponding visible image is possible, and to extract the individual living body 
feature, A coding means which carries out the digital coding of the living body feature extracted 
with said extract means, Secondary code generation means to generate secondary code 
information based on a digital code coded with said coding means, A check means to check the 
justification of secondary code information generated with said generation means, An encryption 
means to encipher a manuscript picture signal read with said manuscript image reading means 
based on the living body feature coded with said coding means when justification is checked with 
said check means, It is characterized by having a conversion means to change into visible image 
data a signal enciphered with said encryption means, and to output to said output means. 
[0011] And for example, it is characterized by said secondary code information being 
predetermined things changed and generated with a tropism function on the other hand about a 
code train which carried out the digital coding of the living body feature. Moreover, for example, 
justification of said secondary code information is characterized by being checked by comparison 
with secondary code information registered beforehand and secondary code information 
generated with said secondary code generation means. Moreover, the digital coding of the living 
body feature which extracted and extracted the individual living body feature carries out, and 
when the justification of secondary code information which generated and generated secondary 
code information based on said coded digital code checks and justification is checked, it is 
characterized by to have a means which carries out signature data generation generate signature 
data based on said coded living body feature. 
[0012] 

[Embodiment of the Invention] Hereafter, the example of a gestalt of implementation of 1 
invention which relates to this invention using a drawing is explained to details. 
The example of a gestalt of implementation of the first invention concerning this invention is 
explained below [the example of a gestalt of the first operation]. The example of a gestalt of 
implementation of the first invention explains supposing the case where a certain individual 
(referred to as Mr. A) performs the electronic signature of the example of a gestalt of this 
operation to the target document data using unsymmetrical public key cryptosystems, such as a 
RSA method. 
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[0013] Usually, in the unsymmetrical public key cryptosystem, Mr. A owns the "private key" and 
the "public key" as two cryptographic keys. Although all are expressed by the dozens of bits to 
hundreds of bits bit string and only Mr. A knows a "private key", generally the "public key" is 
exhibited. Now, when Mr. A enciphers a certain document using his own "private key", the 
enciphered document cannot be decoded if not based on Mr. As public key. 
[0014] since the Mr. A's private key was not known other than Mr. [ A ], the document was 
enciphered by Mr. A that a certain document can decode with Mr. A's "public key" — namely, 
Mr. A — it is decided that it is the document with which he signed, however, the above — 
setting — "a private key" — him — the individual memorizes, or a storage must be made to 
memorize as a certain digital data, and the safety is not enough as the conventional example 
explained although this needed to be kept severely since not being known except was a premise. 
[0015] In the example of a gestalt of this operation, the safety of a "private key" can be 
guaranteed by using the configuration of drawing 1 . Drawing 1 is the block diagram showing the 
configuration of the personal-information-management equipment in the example of a gestalt of 
implementation of the first invention concerning this invention. In drawin g 1 ,101 is the biological 
information acquisition section and acquires biological information of the individual (here Mr. A) 
who owns the private key. For example, in order to identify the specific individual of being as 
acquiring a fingerprint pattern image two-dimensional **** [, and ], the living body-information 
said to be effective is acquired by the well-known method. [ picturizing the vasa-sanguinea- 
retinae pattern of eyegrounds with the fundus camera using a CCD image sensor ] 
[0016] 102 is the feature-extraction section and the feature-extraction section 102 performs a 
feature extraction from the biological information obtained in the biological information 
acquisition section 101. For example, a thing as shown in JP,7-21351 1,A ("identification 
equipment") as a method of extracting characteristic quantity from the blood vessel pattern of 
eyegrounds can be used. This detects a mammary-papilla center position from an eyegrounds 
image, and detects the angle component of the location where an eyegrounds image is scanned 
in the shape of a concentric circle from the center position, and a blood vessel exists. 
[0017] 103 is the code train generation section and generates a predetermined code train based 
on the angle component obtained from the feature of the biological information extracted in the 
feature-extraction section 102. For example, although it has detected whether you are him in 
JP,7-21351 1,A mentioned above as compared with the reference pattern of the specific 
individual who has saved the detected angle component beforehand, the code train generation 
section 103 generates a predetermined code train based on the obtained angle component in the 
example of a gestalt of this operation. 

[0018] The situation of the code train generation by the code train generation section 103 is 
shown in drawing 2 and drawing 3 . Drawing 2 expresses the screen which picturized the 
eyegrounds image using the television camera, and shows notionally the result made binary so 
that suitable pretreatment might be performed and the blood vessel section 201 might become 
black. The code train generation section 103 searches for the point 202 which is equivalent to a 
mammary-papilla core from the blood vessel pattern 201 first from this image. Next, it asks for 
all intersections (204 white round heads) with a blood vessel pattern supposing the circle (dotted 
line shown by 203) of the radius beforehand decided considering the point 202 as a center. 
[0019] Drawing 3 extracted and showed the circle 203 and the intersection 204. As shown in 
drawing 3 , two or more intersections 204 (they may be seven pieces by a diagram) can divide a 
circle 203 into two or more circles, and each arc chord angles T1-T7 can be determined. Then, 
the code train generation section 103 shown in drawing 1 generates code train information with 
reference to these angles T1-T7. for example, T — 1= 109 T 2= 40 degrees, T3=32 degree, and 
T-four= — T 5= 54 degrees, T 6= 62 degrees, supposing it is T 7= 38 degrees, each can be 
arranged in order as an integer of triple figures 25 degrees, and the following decimal numbers of 
21 figures can be made into the code train C. 
[0020] 

C=1 090400320250540620 38 — (1) 

The acquired code train C is used as a "private key" for carrying out the electronic signature of 
the document so that it may mention later. However, of course, it is also possible to use other 
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codes decided not based on code train C itself but based on the code train C as a "private key." 
Usually, since it is premised on using the prime factor as a "private key" and a "public key" in 
an unsymmetrical public key system, it may ask for the prime factor nearest to the value of the 
code train (1) instead of the code train (1) itself, it can be placed and treated in the code train C, 
and you may use as a private key. 

[0021] The code train C is changed into secondary code information S in the secondary code 
information generation section 104 shown in drawing 1 below. Although various methods of 
searching for secondary code information S from the code train C are considered, it is effective 
to perform conversion using the following special functions F called a tropism function on the 
other hand. On the other hand, a tropism function is y, i.e., y=F, about x and an output in the 
input of Function F (x). — (2) 

Although asking for x to y is easy when it carries out, y is given and a function which is very 
difficult asks reverse for x. The case where consider as such a function, for example, repeat 
activation of the conversion by the following nonlinear functions G is carried out can be 
considered. 
[0022] 

y =G(x) =4x(1-x)2 — (3) 

That is, let the code train C generated by 103 be initial value xO. Here, although the code train C 
is the integer of 21 figures as shown in (1), since x of (3) types is the real number of 0 to 1, it 
shall use the value which did the division of the code train (1) by 1000000000000000000 000 as 
xO, and was changed into the real number value of 0-1 . 

[0023] This xO is substituted for x of (3) types, and it asks for an output yO. namely, — y0=G(x0) 
=4(x0) (1-x0) 2 — (4) 

The conversion same as xone is performed for yO obtained next, and y1 is obtained, namely, — 
x1= y 0 y 1=G(x1) =4(x1) (1-x1) 2 — (5) 

It asks for y2=G (x2) by making y1 obtained into x2, and for example, 100 circuit ****** and 
y100 are obtained in the same procedure like .. 

[0024] In the secondary code information generation section 104, these y100 will be set up as 
secondary code information S. Namely, S=y100=F (C) — (6) 

Although Function F is a 100 circuit **************** function about G, and it is easy like the 
above explanation to search for secondary code information S from the code train C since it has 
the property of a tropism function on the other hand if it writes, it is impossible to ask reverse 
for the code train C from secondary code information S as a matter of fact. 

[0025] Although secondary code information S is searched for in the above procedure, the owner 
A of a private key has performed the same thing beforehand using his biological information, a 
private key C and secondary code information S are searched for, and the secondary code 
information storage section which sets secondary acquired code information S to SO, and is 
shown by 105 is made to memorize beforehand in the example of a gestalt of this operation. 
Moreover, coincidence can be asked for the "public key" corresponding to a "private key" C at 
this time. Moreover, how to generate a "private key" and a "public key" using C is also 
considered, not using C itself as a "private key." For example, if the value of C is calculated, it 
can ask for the maximum prime factor P smaller than it and the minimum larger prime factor Q 
than it, and it can also constitute so that a "private key" and a "public key" may be generated 
by the well-known methods, such as a RSA method, using P and Q. 

[0026] Since SO memorized by the secondary code information storage section 105 cannot 
perform counting the code train C backward from SO as a matter of fact even if it is stolen by 
others, a "private key" C is not known by others, moreover, SO is good also as a configuration 
into which SO is made to input as a symbol string each time from the user interface section 
which may record on other locations and is not a drawing example in that case. 
[0027] The justification check section 106 checks whether secondary code information SO 
beforehand memorized by the secondary code information storage section 105 and secondary 
code information S by which current generation is carried out are the same. This should just 
judge whether S and SO are only equal. If S and SO are equal, the biological information which 
made secondary code information S generate is equal to Mr. A's thing, i.e., it will be checked that 
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those who are going to do the electronic signature by the private key now using this system are 
{ Mr. / itself / A ]. 

[0028] This justification check section 106 will send the private key authorization flag En to the 
encryption section 108, if justification is checked. The encryption section 108 checks what the 
private key authorization flag En is outputted for (it is effective), uses the living body code C as 
a "private key" for the document data 107 (document information D inputted) shown by 107, 
performs encryption processing, and generates the encryption document (it is written as E (D, 
O) shown in 1 09. 

[0029] Since the encryption data 109 is decipherable with Mr. As "public key", it becomes the 
same thing and it can be considered that it is Mr. As signature document as Mr. A "signed." The 
above actuation is guaranteed because it has the feature which eyegrounds blood vessel 
patterns completely differ for every individual, and is referred to as eternal throughout life in an 
individual. That is, when the code train generated above was the same person, it turned into the 
always same code train, and it is based on the feature that an always different code train to 
others is generable. 

[0030] although the voiceprint contained in the fingerprint pattern and voice other than an 
eyegrounds blood vessel pattern, the gene sequence included in DNA have the hand information 
when writing an alphabetic character etc. as such a living body feature, if the stability of code 
train generation is securable, and the same code train is always generable to the same individual 
namely,, of course, which biological information may be used 

[0031] As explained above, risk of according to the example of a gestalt of this operation, being 
able to raise the reliability of the electronic signature using an individual private key, and the 
private key being referred to as being abused for others is beforehand avoidable. 
Although the case where it was said that the code train which carried out the [example of 
gestalt of the second operation] above and which is generated from biological information in the 
example of a gestalt of the first operation can generate a code train which will turn into the 
always same code train if it is the same person, and is always different to others was explained, 
this invention is not limited to the above example. The example of a gestalt of implementation of 
the second invention concerning this invention which can be applied when a different code train 
to the same person may be generated is explained using drawing 4 . 

[0032] Also in the example of a gestalt of the second operation, although the fundamental 
configuration is the same as that of drawing 1 , when [ which is shown in drawing 4 ] justification 
is not checked in the justification check section 106, it controls to make each processing of the 
biological information acquisition in each configuration of the biological information acquisition 
section 101, the feature-extraction section 102, and the code train generation section 103, a 
feature extraction, and code train generation rerun, as an arrow head shows in the case of the 
example of a gestalt of the second operation,. 

[0033] this is always stabilized and biological information can acquire it — not restricting — 
even if — a candidate — the owner of a private key — it is because the code train C acquired 
may shift delicately even if it is him. Therefore, it performs repeating re-acquisition until it 
performs repicturizing after it makes it make it picturize after shifting a little a candidate's 
eyeball location to image pick-up equipment as opposed to the biological information acquisition 
section 101, in acquiring an eyegrounds image, or tuning the brightness of the light source for 
illuminating eyegrounds finely and a delicate gap of a code train is solved. 
[0034] It is not limited when surely performing re-acquisition control from acquisition of the 
biological information by the biological information acquisition section 101, and you may make the 
processing after the feature-extraction processing by the feature-extraction section 102 rerun, 
or code train generation processing of the code train generation section 103 may be made to 
rerun. What is necessary is just to control to judge whether generation of a code train is wound 
and ****(ed) and a justification check can be performed, changing the threshold of binary-izing 
when carrying out a feature extraction from an eyegrounds image to several steps in this case, 
or changing precision of the angle decision of a blood vessel. 

[0035] If SO and a match appear as S generated from the code train C in such two or more trial, 
a justification check will be materialized there and subsequent processings will be continued like 
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the example of a gestalt of the first operation, the case where specify the count of such retry 
beforehand and this count is exceeded — a candidate — a private key owner — what is 
necessary is to conclude that he is not him and just to end signature processing 
[0036] Also in the example of a gestalt of the above operation, the voiceprint contained in the 
fingerprint pattern and voice other than an eyegrounds blood vessel pattern, the gene sequence 
included in DNA can absorb it, even if it is available and the unstable factor is included to some 
extent in the feature extraction in the hand information when writing an alphabetic character etc. 
As explained above, when a different code train to the same person may be generated in the 
example of a gestalt of the second operation, the reliability of the electronic signature using an 
individual private key can be raised, and risk of the private key being referred to as being abused 
for others can be avoided beforehand. 

[0037] In addition, although the example of a gestalt of the first which more than explained, and 
the second operation explained the case where an object document was enciphered using Mr. 
As private key (signature), naturally of course, it can apply as it is also about the reverse. That 
is, it is the case where it is said that the document with which the document was enciphered 
using Mr. A's public key, and delivery and Mr. A have been seen off in Mr. A is decoded using its 
own private key other than [ someone of ] Mr. [ A ] Since the document enciphered with Mr. A's 
public key is decipherable with Mr. A's private key, it becomes an effective method to send a 
document so that it cannot decode only to Mr. A and cannot decode only to Mr. A in this way 
with the procedure of the example of a gestalt of the second operation, since a private key is 
generated from Mr. A's living body feature. 

[0038] In such a case, it becomes the decode section in which the sent encryption document is 
equivalent to the document data 107 shown in drawing 1 , and the encryption section 108 
decodes a document using a private key, and the encryption document data 109 will be 
equivalent to the document of the basis decoded and restored. 

The case where the above function as an example of a gestalt of the third operation concerning 
[example of gestalt of the 3rd operation] this invention is applied to a reproducing unit is 
explained with reference to drawing 5 and drawing 6 . In the example of a gestalt of the third 
operation, the configuration in a manuscript copy system as shown in drawing 5 is explained. In 
drawing 5 , the same number is given to a configuration as well as the configuration of the 
example of a gestalt of the first operation shown in drawing 1 mentioned above, and details 
explanation is omitted. 

[0039] Among drawing 5 , although it reaches and 108 is the same as that of drawing 1 , the 
document (manuscript document) 401 written to data medium, such as paper, is considered as 
101-106, and a document that should sign in the example of a gestalt of the third operation. 
Moreover, 402 is the manuscript reading section which carries out scanning optically etc., reads 
this manuscript document, and changes it into a corresponding digital signal, 403 is the output 
section which changes the encryption data from the encryption section 108 into corresponding 
visible image information, for example, carries out a printout, and 404 is an encryption visible 
image (encryption document) outputted from the output section 403. 

[0040] Usually, in the manuscript reproducing unit of a digital method, the manuscript document 
401 is changed into the electrical signal for every pixel by the well-known manuscript reader 402, 
and various processings are performed to it as a digital picture signal, and it outputs the copy 
image of a manuscript document from the output section 403 represented with a laser beam 
type electrostatic printing method (for example, printout). In the example of a gestalt of the third 
operation, the manuscript image 401 is read by the manuscript read station 402. And the 
manuscript picture signal D read using the "private key" information C acquired in the procedure 
which was mentioned above in the encryption section 108, and which was explained in the 
example of a gestalt of the first operation is enciphered by the well-known method, and the 
enciphered picture signal E (D, C) is outputted to the output section 403. 
[0041] In the output section 403, this encryption data is changed into corresponding visible 
image information, for example, it outputs on a record medium as an encryption document image 
404. namely, the encryption document 404 outputted — not the copy image of a manuscript 
image but the enciphered contents — it becomes unknown hard copy printed matter. Drawing 6 
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shows the configuration when decoding the encryption document outputted by the configuration 
of drawing 5 . The encryption document 404 is read by the same manuscript reading section 402 
as the configuration shown in drawing 5 , and is disassembled into the electrical signal with which 
It corresponds for every pixel. 

[0042] The "public key" information corresponding to the "private key" when on the other hand 
enciphering from the user interface section 406 which is not illustrated is inputted. In the decode 
section 405, it transmits to the output section 403 from the read encryption document image 
and "public key" information by making into a picture signal the result decoded by decoding an 
encryption image, and in the output section 403, it changes into a corresponding visible image 
and the output-statement document 407 is generated. If it corresponds to a private key when 
the inputted public key enciphers, the output-statement document 407 should become the same 
thing as the manuscript document 401. That is, it can decide that an output-statement 
document is a document (signed) enciphered by the owner (namely, Mr. A) of a private key. 
[0043] the case where the inputted public key does not belong to Mr. A — naturally — the 
output-statement document 407 — a manuscript document — it cannot restore — contents — 
the case where Mr. A does not encipher even if the unknown output was only carried out and 
the public key belonged to Mr. A (that is, not enciphered with Mr. A's private key) — the same - 

- contents — an unknown document will be outputted. Although considered as the configuration 
which uses Mr. A's public key for decoding and outputting an encryption document here, this is 
because the unsymmetrical public-key-encryption-ized method is used, and it is also possible to 
use other cipher systems. 

[0044] For example, since the same cryptographic key as the both sides of encryption and 
decode is used when the usual object key cipher system is used, what is necessary will be just 
to use for this the private key which gave [ above-mentioned ] explanation. That is, encryption 
of a manuscript document is performed like the above-mentioned procedure, performs private 
key generation by the living body feature extraction also at the time of decode, and decodes an 
encryption document, in such a case — the configuration that only he (Mr. A) who enciphered 
the manuscript document can do decode of an encryption document — it can carry out — him - 

- the information which be not known to except can be safely kept in the form of an encryption 
document. 

[0045] In addition, although the above explanation outputted encryption information on the end 
record medium, the output in this output section 403 may be the digital data with which it is not 
limited in the case of the printout to the recording paper etc., and a record output may be 
carried out at the record medium of large capacity storage like a magnetic disk drive as digital 
data, for example, the encryption document 404 was memorized by this record medium, and may 
be document data with which the printout of the output-statement document 407 was carried 
out to paper etc. In this case, in order to decode the encryption digital data memorized, the 
manuscript reading section 402 is unnecessary and data is sent to the direct decode section 
405. 

[0046] Furthermore, the output of the output section 403 is not limited to a printout, even if the 
display output of it is carried out to an indicating equipment, it is stopped, and you may make it 
record digital data on other record media. 
[0047] 

[Other operation gestalten] In addition, even if it applies this invention to the system which 
consists of two or more devices (for example, a host computer, an interface device, a reader, a 
printer, etc.), it may be applied to the equipments (for example, a copying machine, facsimile 
apparatus, etc.) which consist of one device. Moreover, it cannot be overemphasized by the 
purpose of this invention supplying the storage which recorded the program code of the software 
which realizes the function of the operation gestalt mentioned above to a system or equipment, 
and reading and performing the program code with which the computer (or CPU and MPU) of the 
system or equipment was stored in the storage that it is attained. 

[0048] In this case, the function of the operation gestalt which the program code itself by which 
reading appearance was carried out from the storage mentioned above will be realized, and the 
storage which memorized that program code will constitute this invention. As a storage for 
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supplying a program, code, a floppy disk, a hard disk, an optical disk, a magneto-optic disk, CD- 
ROM, CD-R, a magnetic tape, the memory card of a non-volatile, ROM, etc. can be used, for 
example. 

[0049] Moreover, it cannot be overemphasized that it is contained also when the function of the ' 
operation gestalt which performed a part or all of processing that OS (operating system) which is 
working on a computer is actual, based on directions of the program code, and the function of 
the operation gestalt mentioned above by performing the program code which the computer read 
is not only realized, but was mentioned above by the processing is realized. 
[0050] Furthermore, after the program code by which reading appearance was carried out from a 
storage is written in the memory with which the functional expansion unit connected to the 
functional add-in board inserted in the computer or a computer is equipped, it is needless to say 
in being contained also when the function of the operation gestalt which performed a part or all 
of processing that CPU with which the functional add-in board and functional expansion unit are 
equipped based on directions of the program code is actual, and mentioned above by the 
processing is realized. 

[0051] When applying this invention to the above-mentioned storage, the program code which 

realizes the function explained previously will be stored in the storaee 

[0052] 

[Effect of the Invention] As explained above, risk of according to this invention, being able to 
raise the reliability of the electronic signature using an individual private key, and the private key 
being referred to as being abused for others is beforehand avoidable. 



[Translation done.] 
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* NOTICES * 

Japan Patent Office is not responsible for any 
damages caused by the use of this translation. 

1 This document has been translated by computer. So the translation may not reflect the original 
precisely. 

2.**** shows the word which can not be translated. 
3.ln the drawings, any words are not translated. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] It is a block diagram explaining the example of a gestalt of implementation of the 
first invention concerning this invention. 
[Drawin g 2] ** 

[Drawing 3] It is drawing explaining an example of the living body feature extraction used for the 
example of a gestalt of this operation. 

[ Drawing 4] It is a block diagram explaining the example of a gestalt of implementation of the 
second invention concerning this invention. 
[Drawin g 5] ** 

[Drawing 6] It is a block diagram explaining the example of a gestalt of implementation of the 
third invention concerning this invention. 
[Description of Notations] 

101 Biological Information Acquisition Section 

102 Feature-Extraction Section 

103 Code Train Generation Section 

104 Secondary Code Information Generation Section 

105 Secondary Code Information Storage Section 

106 Justification Check Section 
108 Encryption Section 

201 Blood Vessel Pattern 

202 Point equivalent to Mammary-Papilla Core 

204 Intersection of Circle 203 and Blood Vessel Pattern 

402 Manuscript Reading Section 

403 Output Section 

405 Decode Section 

406 User Interface Section 



[Translation done.] 



http://www4.ipdljpo.gojp/cgi-bin/tran_web.cgLeije 



2004/02/02 




ML 



CO 

(i9>H*B#tf/? (jp> 02) & Hfi ^ fft & Wi (a) (umnmm^m^ 

#Hi¥ll -215119 

(43)&§BB ¥J*11^(19^)8^6B 







F I 




14 O 4. T 

n u t l x?f oli 




H 0 4 L 9/00 


6 7 3D 


rt. U 1 D Of 111 




G 0 9 C 1/00 


6 2 OB 


part 7 /nn 






63 OZ 


G 0 9 C 1/00 


6 2 0 




64 0B 




6 3 0 


A6 1B 5/10 


3 2 OA 




test!* 


»*JB©»14 OL 


(£ 9 H) &**HfciK< 


(21)ffl«## 


♦fBTIO- 11764 


(71) USA 000001007 










(22)ttJHH 


¥JSR10¥(1998) 1^230 


JfO£tlfc*:BKT;tV? 3 T B30# 2 H 














Jfc3§Cf&*fflKT*l^3TB30#2# 












(74)ft8A AS 


mm 


(54) [56W<D%m 


fcA^ffSSmSXttfi* 







(57) 

^t^t^o 2R3-K«f*4^»10 4W::O3-K 
yUC«ct>fc<3VNT2ft3-K«f«SSr^i"5. lEStt 

fltBSuio6tt, 2&=— h*«s t^*s«£;h/^ 

fc2*=i- KflHRS 0 ^Srit«JLT#AtffiA<t O^TO 
1 0 9^t5 o 



—101 



—102 



103 



104 



106 



10T - 



2»3- K 



so 



V 



108 



emirates 



E CD, C) 



m*t<t (««> 



V 



09 



(2) 



!$m¥- 11-215119 



t5a- Kte#J££, 

£^T2&3- K**Sr^-t-5 2& = - K£j£#a 
£, 

UWB^ft*«T?4j«S*tfc2 Jfca— KflMlOjESttSri 
Bi-5?8B#IS:£, 

[Mr&9i2] flflrlB**? 1 "— ffllBfilB# 

ft £ 1 |5*cD{i Alt #«=a^«„ 

[f»*^3] iffiE»£7*— jilS^tr 

SrWft £ i-5ftsftJ« 1 Xf4lt^« 2 ©V^tLjHciSftro 
ffiA*#*-3§S1t. 

®&£ LtW*t5Ui*¥ti SrWi-5Jil«BilWS¥'> 
<@Ao^«fftSrttWi-5ttttJ#© £ , 

£<3VNT2!^3- KnWSr^JfcfS 2& = - K£/&#© 
£, 

M12£^I£T'£/££;ftfc2&=i — K^OJES14«r5S 

£ £#ft £ -T 5 Atif #f=SSiB 0 

^ 1> r £ ^ft t-rsft^a 1 

nmm&m 4 ov ^n^^iB«co<@ Ait m&mmw. 

[«*«6] «(rffi2*3~-KW*K>jEatt«:, 



5 r £ £r#ft 1 75S» 5 cowf^^ 

istt^faAita^s^ao 

fc»£-fcfflrlE ^ - K-fb $ ^/c£##ft IcS^T*^' 
Sr4Wl-r5**7*-*^i-5 i £ £-#ft t-f 5fi 

*v»^fc»iWrEfiA<o^frwft«)tta. £.t>*«jIe±# 
#i©T^?A3- Kfb&g&^t>it£-tf.5c£$:#ft 
£ St #gt 7 13«<d^@ Att*ti*fi„ 

[ffi&£9] iWiBS^x- jfei^tr- 
^SrittrlEa- Kfc$;ftfc£#:#fti;i2£<5 

V^TItfft UTfflHHfcT-'— * fc**?*— * £ 1-5 t COT* 
£Sr#ft£i-5ff*«7X«|»**8<OV^^ 

{-lE^^fiAtt^^a*^., 

mmiz. *j ft 5 xmmmm^mx & o t , 

fliAO^WftSrttWUrtta^ti/fcdfefrWftSrr^* 
£-c^T2& = - Kttf«Sr^fifcUT^J«$ixfc2JJc=» — 

133- wtztitt&ftiftmz&^xmmm.mm&m%- 

TtJlLt4^t StroT&Sr ££#ft£-?-.5ii?5fc:® 
Ho 

1 21 Mia2i^3— KKfiwiattll, ^& 
a^StLTVN5 2^3- Kttf^£MfE2j^3- 

£Sr#ft£-r5l»*3®7 75Mf»*«l loov^tt 

*»fc«*©fliA««*a!*ffio 

1 3 ] M*«175Sf**:5[ 1 2 ©v 

ft£-t-5 = vf^- : ?pJSKfa^# 0 

1 4 ] »*^17iMW*« 1 2 <D\ ^•f e ^^y4^c 

[0 0 0 1] 

[*W©Jli-5Rllf^IH *^^«ffiAO^#:6<3#ft|c 



(3) 



i^mW-l 1-215119 



[0 0 0 2] 

mmt-xmAinm^izm.^^^n^o t-tzm&. & 
5\&m&isX^zmA&MmMfrt>jEmz.m,%\i-tetth 

Vftemmttzmm vtcm*m£&mt>mti£Kx\,^ 

[ooo3] fttiWAfflmttte r^ggj t mm 
mi tv^5-*f»«i't»«4rl^:^u, mAtmox^z® 
®mz%^xmA<nw<Ti-zxmizm&^xte< t. m 

-A<Dtefflm^£btert*itt*:<DJ:m&MWiX'%te\,^b 

^?mm&$>z>o t~x\ mA (A$A^t-r-5) 
m&mtt\zmA\z%Bt>ttt£\,^ jctiu az/vdw 

A&As<Dtemmx'\^timwtx%te^<Dx~&^m(DWfim 
[0004] — ^ #^iA4± <oiEmz.mu-rz>tc£> 

■ftwmm^z^- kt* w * * ^^i5it^^iB« u r 

liUfcfiAi&SUgfg^&^TV^,, 
[0 0 0 5] 

teAfci$«©^&K<-fc*fc»*fc3g£«*tft 

5 ps# sr® x. t u * v n mm &) x- v > t v ^ 5 mm t 5 & s „ 

[0 0 0 6] ZL<D/**y— K«rfflAT?^tiLT*3< COT 

Hi $ v £ v ^ {fcEEtt* < 1 v ^ 5 ^T-ffljH 
$.tz, llJ&&£fflv>-CffiABfEl.J; 5 £v^5i§ 
3\ «A*4*j£r3fcit>©flWL "f-*fo*>fflA©«JS« 

fiffiffittoift v Nfi ABBE*** *Tb6(c ft o T L * 
[0 0 0 7] «±oj;5(-> «^WS?5Mcj3Jt5ffiAS 



[0 0 0 8] 

[«BS:»*i-5fci{>ro#a] *B-iPJWUbj*LfcllW«: 
/Sf^-f-Sr VXti:£1nt:%,<oX\ matt 

*>, «A©£flE#**tttti1-3tt)tti#a^ HfJlEttW^ 

hWSt, mrE^#^T-^$tLfc2JS>:=>- Kit 
«©iai±Sr*»r5»B¥g!;i:» flJBWB#»"CjEl!i 
tt*»»B$ix/t#^fc1ltrC = - Kft*STfn- KflsSfu 

tz£wwm^&^^xm&?-?*±$L-tz>m& : r-? - 

[0 0 0 9] *U-C«*tf, mW*&7—92Lti&&L 

mmmm^mx'jE^mm^^^m^, mm 

ttffi^«^J:5«A©^*M#««otttt, RtflfflEa-K 

[ooio] ifctt, mmwfc&mJt-m. r> , jmsittA 

«?^fi tcte^ji^- "BrBJfcfi Atsmws^BT* & o 
T, BA»^fls«r«SrtttU-f-5ttW#ai:, MfEttfcB^ 

k*i«*« t . mm^^mx^m z ti-k. 2 - k« 

tt*s«lBS*tfcii#»ii«rE3- KftffttJa- K-fk^ix 

m^k^mxm^ik£titcm^&^um& ; r-?ic&m 
vxMmmx^mizmm- 5 xtft^s t ^w-r 5 r t & 

[0 0 11] tLTWttf, «HB2Jfc3-K*«H:*flc 

ts. xfljtif, i«riE2*=»-Kfl!f*©jEatttt, ^*e> 

i:?r#SI(£1-5 0 X, «AO£fla»«&«iHJ LT 

^itfc^^^^aJ- K^-fci:^V^T2^^i^:=I— K1t#Sr^ 
J*UT4J«L.fc2ft=i-K*«<OjEattSrBlBU 3ES 



(4) 



WmW- 11-215119 



[0 0 12] 

[0 0 13] fflfi?, ^M^PBStBt-g-^XT-A-ettAS 
A/Ht2o©B(f#«t4:Lr refill t r^gfjftj SrBff^T 

Hf^b$^fc5:swA$A/^M«i^j;e>*»m 

[0 0 14] AZh,<D m?&m\ WtA£A,£W|.teMt*n& 

[0015] **iS<o^^j-e«igi co#|^Srfflv>5r 
tizzy m&mi <D$:±&$:i%m-t-zz. t&-v£&. 

mxftm.mmmw.<nmi&*m-i-'7xiy?M-zibz> 0 mi 

te*$V>T, 1 0 1 tt£#f*»K»*B-C*> 9 , S«ttSr9f 
^LTV^fflA CrflJASW <o£#:«ft<£>&#£- 

TBBJKolHRjiiL*^^ — VSr«UHLfct), fcSWiJiUi: 

Sr ISHE-f 5 * I' *3$T*S> 5 i: mfofrT V ^ 5 *ffW*ffif 

C=1090400320250 

3— K?U (1) *:<D<l><E>T'fi&< a- Vn (1) Offiic 
arfciEv*****, ^*x&3- K?9Cfc:«***.-C« 



[0016] 102 tt^tttilSPT'fe 5 , ^attmsp 1 
0 211, £#flHgjRfeffi 1 0 1 T?»e>*i,fc£{W1!r«a»& 

S^&i LTtt#^¥7-2 1 3 5 1 1 # 

[0017] 10 3113- K5U£fiMrCS> 9 , 

L.fc^mW-7 - 2 13 5 11 -§-T*ll^t±J$4x/t^«^ 
ZhbfrC *«#LtS) 5 ^fiA©#lA^- v t it 
®!U ^AXfcS^S^^tBLTV^;^ **5Sc0^ 

10 3l:i 9^C3— K5USr^-f-5 0 
[0 0 18] M2RTfm3\Z=i— FP&f&Ml 0 3lz£ 

?rffotiiifS2 0 l*s*<*5J:5Ki2«t;Ufctt* 

Lfc<fc><£>-T?;fe5 0 3— K5U£j**Pl 0 3 
fit, C»®^{c*tU, SfAf/^-y2 0 1^?.?Li 
I 3 >b-nizffim-TZ>& 2 0 2 £r**t>5 0 J^fi^ 2 0 2 
'0 i: LTfck*>D*#tfcf>ixfc^<Z>R (2 0 3Tvt$ 
tt5^«ft) Sr*SU, Af^'j'-yioM (2 04© 

[0 0 19] FJ2 0 3 i:32^2 0 45rfe#ffiUT^Lfc 
©^@3-r*&5 0 m 3 {i^-ri 5 C«i!«3SI 2 0 4 

(iftt7itLTfe5) « s H2 0 3^1t©Ril:^ 
*JU #*©R3(IIO^«T l~T7SrR^-f-5it2) 5 T- 
#S 0 ZZ.-?mi i-^i-3- K5!I^SB1 0 3«, r© 

A«Tl~T7Sr#fl8UT3-K5iJfflf#Sr^-r5. 
MT1 = 10 9S, T2 = 40S, T3 = 326, T 
4 = 25g, T5 = 54S, T6=62S, T7 = 38 

^T*©i5ft2 IffiOl 0itt&:£3- KJIJC 

[0 0 2 0] 

54062038 - (1) 

[o o 21] 3- b*mcwtk\zmiiz7f;i-2&:=t- vm 

m£.l$Ml 0 4T?2j5C3-K1tftSJC^^^5 o 3- 

k^ij c & 2 ik 3 - Kit ft s *■ * * 5 urn # x. e> 

y = F (x) ••• (2) 



(5) 



ftfflW-l 1-215119 



[0 0 2 2] 

y = G (x) =4 x (1 -x) 2 - (3) 

1 0 3T?£j*£ixfca — K^llC&lJJJMx 0 t 
i-<5. ::t-, (l) i:*tJ:?'i2ifiT 

y 0 = G (x 0) =4 (x 0) 
of i^#f,ttfey OSrx 1 h LTI^ tglfearfTV* y 1 £ 
x 1 = y 0 

y 1 =G (x 1) =4 (x 1) 
#Wcy Ux2i:LTy 2=G (x2) • 
• h\^b J: pfcHCfMlgSr, 0tJ;U*l 0 0 011 •? ig-f t 
y 1 0 0^#e>^S„ 

[0 0 2 4] 2R=»-KflMi±J««|Jl 0 4m :fly 
1 0 0£2#;3- Mt#S t LTRj£i-5£ tlC-fS. 

S = y 1 0 0 = F (C) - (6) 

if <t- BMfeFteGSrl 0 0IUig!iit>igLT#<b*i5gg 

[0025] *mm<nj&mmi^te^Tte, £a±<d^mx 

F"ff?BSS:S 0 t LT 1 0 5fSJH5 2ftn- 
KM#iEtftSl${-fc^Lfei2f8£-ttT*3<„ Sfcr^i: 

£>tzb. ^UX V 'h£i,^M:*:<DmmP kZti£ 9At^ 
S/hW^Q^**, p, Q£fl^TR S AJjiZttam 

[0 0 2 6] 2*3-K«*Ue««l 0 5fclE*£*tT 
^5S0li, ft: t t(IAl:a*ftfc tLTtS0*>t>3 

«j casteAtefcfei-iar fctt*v\ *fc so 

— T ^-7i-xHi!)>6S 0 5:iE#JiJt LT^OfP 

[0 0 2 7] jESttflfeSSSBl 0 6tt. & <b*>Lfe 2 #; = 
- KfflPSliEltSB 10 5 KiEtB£*vC^5 2 JSJtc = — Ktif$8 

t?&5*>S*>3r?SS-f-5. rtUil&KS £ S oa^Lv^ 
*^5^SrW^-rmfJ:v\ S t S 0 Utfttf, 2 
»C=»— Ktffl8S££/&$*fc±#:«#diA£A/<Dt>coi 



»S^:T*fc-525S (3) jtCDxIiO^t, 1 CDHlfcfrtfJT- x 
0 i LTIi 3 - KJHJ (1) ^1 0 0000000000 
0000000000 X'&& LT 0 ~ 1 <D*gHit»c:£& 
LfclttSrffl^S -5. 

[0023] ;<Ox05: (3) 5$<7> x IcftA LTtti?j y 
(1 -x 0) 2 - (4) 

(1 -x 1) 2 - (5) 

^Lv\ i-/«ct>*>mftr<0v'^7 i AS:ffl^^T8}^S«l^ci 
5«^S££L<fc 5 i LTV^-5A/J>A£A,-?r<£>t><£>T& 

[0 0 2 8] w<03ESttffllB«Bl 0 6tt, IE£&£:flH8 

Bt-f-fkgPl 0 SfiSS^fifFBl^T^EniOSJii^^ttTV^ 

tf-? 1 0 7 (A/jJ^^XtittD) Sr^=r-K 
C£ rfKSBjjtj iLTWF^kftiaSr^fTL, 10 91:* 

(E (D, C) tf<) 5. 
[0 0 2 9] m-^itT'-? 10 9I1 A£A,<£> r^gfl 
fi*J TL*»«¥^-C#/iV>WT'A^Ay*s rgsgj Uc«i 

Ar*tfc^< MoTfc «J , SJfc—ttAfc*SV<>Tttil*ffc 
^T*&5i:#5#mSrt > oTV>.5^e>-Cfc5 < , oJD 
±iET-£/££*x5 3- KWttlSI— A^Tfeixii^^l^L 

[0 0 3 0] roi ? LTfiBBJiEifil^^ 
-v-wtefcflttfc''** — >, ^M-g^fi,*]***, dna 

#*«f (-ffcfr*>, |5IHBAi:»lT«l:|S-03-K 

?ij^^T*#tii4*) ^itn<D±w.mm*mmL.xh^^ 
[oo3i] ix±.m.mL-tLXo\^mm<owmm\zxti 

5^im, *fc-t<0»««S:teAteHEffl$*i.5i:V^ 

fe4x(i^ic|^L3 - KMi*9, flfeA»C*tLTf4^tcS 
*5=- KyiJi^fiKT^SirV^pli-g-tov^Si^LJt 

A^(C*tLT^^5 3- K?iJ^^$^SpJ^tt^*>'5 

^Jlco^^Tlll4 5:fflv^TittBJi-5„ 

[0 0 3 2] la4lc^■rm-<D^j6S(o^^i^Jlciov^T 
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i , w&ttttm 102. Fm&&M i o 3 <D&m$L 

[0 0 3 3] £iltt£ttflma**fc*JBLT*#T?*$ 

[0 0 3 4] W«i»*J»tt, &-f £#«f#iR»S|i 1 0 1 
fc <fc 5 £#fflf#©«l»a» «b fT 5 »-§-fc|8^ $ ttS t> COT- 

< , #mwaj^p i o 2 i £4ttftttu*Q!Jigii$(£>te 

[0 0 3 5] r Oi 5*«»<0«ff«O«*'-Tf = — K5UC*» 

[0036] ^j^ifefeo^&wii&^Tt., Bgj&jfew 

[0 0 3 7] fc*s, E*-h<offtW 

&*>^>a § A,&LH.G>m*ffiA ZAstDAmm&m^xxm 



A £ A.(O^BBSiTB|F#^$^X#ttA $ As<D®i&mx 

LfrMWtx$te\-«DX\ m—<r>MM<oMmm<D^m\^x 

0, A^Ay»^#:#®^e>|K^il5r^-t-5cOT\ A$ 
[0 0 3 8] w<DJ;5*^-a-, Ill:*tXtf-?l 

0 7tttSi-s©*sjgie,HT#fciiiF^bs:»T**). «f 

* 5 , WHHfc:*:*?*-* 1 0 9 *s*»$4T4»5nS*tfct> 

xtfis6&#jsL.-c»0ji-5. %=<Dmm<DBmmz3d 

^{co^TsftWI-S. 13 5 tefcVT, ±j£L/cBl fr^ 
i-fS-»3tE»<07K«W©ai^ t |SI«fl|j*^tt|gI-##4r 

[0 0 3 9] B5^, 1 0 1~1 0 6, *3£0*1 0 8<4 

nil tmmx'&ztK M2=<Dmm<Dmmtmci5^xtt& 
*yt¥mz.M&irzmvxm%-WLr> , ^-rs^^ 

ft*fc**-f-5J^tt95*.Sl t) SBTJfc 0, 4 0 3 ttBf-f-ffc; 
SPl 0 8 <fc <9<OBt-^-ft:7 f -^5r^i-5Pl^,iii^1t#{i 

^LT0iJx.i±*TOJm^-f--5m^gBT*$> 9 , 4 0 4 ttffl 

^35 4 o 3 ± tJai^j^nsBt-g-fbPi^iiiffe (Bf-f-fkS: 

[0040] as, ^^^/^^.(Dmmm^mm^^^ 

T Wt, 4 0 1 ttAfeDjfflJISE*!* 19 ^« 4 0 2 

J5iJ^-e-R*$^sni^ffl54 o 3*^isfiis:#co^a 

=<vmm<nMmmxi-i, mmw&4 o 1 zm.mwm.U4 

— ©*«©jg««f!iTf»w L-tc^rnxm^titc m%mi 
fti&c&m^xmfr&bHitmftm&m^D&ffitoi&jj 
mxm-^itv. m-f§rfc£titcwfoin-%E (d, o &m 
jin4 o 3imjj-tz, 

[0 0 4 1] mt)U4 0 3T1J, -(DBt^t^— 

o 4bvxmmm#±izmtrt-z. •f-*t>*>aa*$*i« 

fflf#-ft;3:#4 0 4«, JB«Wfk«)a[^WffeTtt*<, Bt 
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[0 0 4 2] — |§|^U/iV^— <4 ^9 — 71— 

UTffl^f 4 0 7S:4^t5. tUA^J^M 
^3t#4 0 7»*W«3t»4 0 1 km— ft i><Ot teSte-? 

[0 0 4 3] Aft&tltc'JifflmfcAZAsCDiiCDX'te^^m 

&\znmmmjiXW4 o 7 itmmjcwz'&Tcxz-r, ft 

CO t, COT* fe o T t, Bf SrfT -=> fc © *5 A $ A/Tfc* #V * 
(-f**3*>A$^<D8}?B«iT?Bg-g-fk;$ttTV^V^) 

C T'WPt-i-^3C# Sr^tt U T m^i" S CO A ^ A. co^ W 

$£%m^Z>mf$.kl,tctiK rtt«#»^^Bt^k^ 

[0 0 4 4] ^Jx.ii-ffl^co^|SBt-^^5rfflv^c#-g- 
(4, Bf-5Ht; s «ttco^(i|lIDBt-i•«^ffl^^S<^T^ ± 

-r^^^^5:Scoflt^^:(4JblB#)lItlWI#^cfTV^, 

^b# iz i 5 m%m±f$. ^mtx 

Vtc*A (-A-^-^-co^-b^Bt^b^CSco^^T-^ 

< tev^mmzsg^txm<DMX'$:^i% < g-rz>z kvx 

[0 0 4 5] **3, K±<Oift0^ttBt^k1t#$r-SI5^ 

m.^<Dwmmt)<Dm&^m7£.£tiz> h<nx'tet£ < , m 
too.? w >\>*f- $ k Lxm^,r^ ^^mm<omteAm 

<t<, Bt^5:s4 o 4r-z(ots.mmmzmm.^titcv t 
Wj\s*r—?x, mxxmA o i tmtek*\z.%\®mt>$ 

^ -5 Bf -f-ffc; 5* * 5*— * ^gg-f 5 tc £> KBMWl^ 

(9SB4 0 2«7F^T'fctp, ^-^{411^^4 0 5- 

[0 0 4 6] JEK., HJ7jg|S4 0 3cOttJ^3ttglJBlJttl^^PI 
^^^•5t.cOT*l4*< , *^B^*^W^j$tl,-5'bco 

[0 0 4 7] 

[ftfecoHJS^] ftis, #3891(4, «Sicco«gS§ (#JxJi* 



tfftfc Lfc^^.<o^^*mi-5 y 7 h- -7 i7ro7a 

i^SI-tt^L. ^CO>>^7-A&SV^}4^«CO=i^t-^ — 
* (JfcliCPU-^MPU) ^IEtt^#IC&IA$;ftfc:/ 

[0 0 4 8] 1E«ttE#*»e>tt*m$ttfc^p 

CD-ROM, CD-R, — TWft\0E<D * * 

U * — K, ROM/i^Jffl^5Ct)55t?|r5 0 
[0 0 4 9] ifc, ^Vt^-^^^Uibyhyn^^ 

B6* s 3im^ixS^:«tT*^< , ^©7b^7A3- K<Ofg 

3yfc'a-;?±fffiLT^50S ; 
L — x^f V^-y^^A) nct^^co^aco— S5ifcf4 
^SrtTV\ ^co«ia(cioTHfr^Lfe*Jg«S8<0«tl 

[0 0 5 0] $5,^, fEm^^feK^-ffl^tLfern^ 

41*35 C P f^^cOMacO-gB^/tii^SBSrtf 
v\ -^co^s^io-cmriEUfc^ii^Sgco^tgTis^^ 

[0 0 5 1] *^0^*±iEI5tt^{C3Sffl-t-5#^-, ^ 
<0|elt«*{ci4, ftl;^t/;Ii?:ISt57B^7 
A = - K^*&^-T5 ^ i: iz t£ Z> 0 

[0 0 5 2] 

[^B^co^m] Sl-UzWiW Ltc J; 5 f-^BJI^ i*U4\ 

[Eifficoffim^iftBj] 

[m 1 1 *mMz.&%&-(D&w<n^M(DWMm*mw 

[H2] , 

[®3] #*JSco^fi»j{c:fijffl$*t5^#Si:JStiico— 

[04] #5§B^{c»S^»^B^co^iiw^fi8CTSrUi^ 
t57° •> ^laT-fcS. 
[05] , 

[EI6] ^BJI^«5^=co|8^(O|IMc0^ffi«;iJSrIffiBJ 
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1 0 1 £ttffittJR»«E 

102 &mi&mm 

103 ^~K#I£/&*B 

1 0 4 2*3-K««*J«flB' 

1 0 5 2fta-KflMRE1»« 

10 6 jESttflSaS«B 

10 8 HtF-SHbtt 



2 0 1 jtflpX^ — v 

2 0 2 »L«*^»fcttai-«jft 

2 0 4 R2 0 3 irjfe^^-^irco^ 

402 mmwtfrWL y> as 

4 0 3 W^fgB 

405 mwm 

4 0 6 ^.-h^W >9 — 7z± — XfflS 
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